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IEEE Access invites manuscript submissions in the area of Security and Reliability Aware System
Design for Mobile Computing Devices.
It is a well-known fact that due to the big increase in the demands of applications and advanced silicon
technology, design productivity is failing to keep pace, especially in the domain of portable electronics.
Moreover, owing to the massive complexity of modern systems-on-chip (SoC) complete in-house
development is impossible, and so globalization of the design process has established itself as an
inevitable solution for faster and efficient design. In this global design supply chain, the design of mobile
computing devices relies heavily on reusable Intellectual Property (IP) cores as a practical solution.
However, such IP cores are becoming increasingly vulnerable to malicious activities, attacks and threats
due to this globalization. Any form of third party intervention in the design/process can raise grave
security concerns about the system. Security issues in IP’s can be either in the form of IP piracy/IP
counterfeit or embedded malicious logic. The first form of security countermeasure requires anti-piracy
methodologies that can nullify false claims of ownership or detect unauthorized pirated designs. The
second form of threat, which is often called a ‘hardware Trojan’, is the act of deliberate insertion of illicit
hardware into the IP design by a rogue designer or vendor, also requires detection/correction strategies
as a security countermeasure.
Another important design aspect of mobile computing devices is the reliability of hardware
accelerators/custom IP cores. Due to multiple factors, the reliability of digital circuits used as core
computation engines in these mobile computing devices poses the risk of malfunction. For example,
transient faults, permanent faults occurring due to radiation strike, IC packaging, aging of components
etc. all lead to adverse effects on the reliability of the system. Moreover, in the present era, scaling of very
large scale integration (VLSI) devices is aggressively performed in order to enhance the speed of
operation and to lower power consumption. There are multiple mechanisms in achieving this goal such
as: (i) reducing device dimensions; (ii) scaling the supply voltage; (iii) reducing the frequency of operation
etc. However, such actions result in negative consequences for reliability by making the system
vulnerable to various faults. The current challenge is to incorporate reliability as a design metric during
multi-objective optimization of hardware accelerators/IP cores/application specific processors.
Besides the above, another design aspect for portable electronic devices is performance. Due to the
never-ending demands of the consumer electronics market, more and more applications are required to
execute simultaneously. This performance is achieved by a combination of hardware accelerators and
general purpose processors working in tandem. However, reduction of delay/latency is the key in such a
scenario. Therefore, performance enhancement is mandatory besides security and reliability in the
consumer electronics market.

This Special Section in IEEE Access solicits submissions that deal with possible directions in security and
reliability in mobile computing devices. Within this theme, we are soliciting technical papers that address
these objectives in conjunction with performance aware system design methods.
We highly recommend the submission of multimedia with each article as it significantly increases the
visibility and usage of articles.
Paper submission: Contact Associate Editor and submit manuscript to:

http://mc.manuscriptcentral.com/ieee-access
For information regarding IEEE Access including its publication policy and fees, please visit the website

http://www.ieee.org/ieee-access

